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Detection of malicious domain name
based on a classifier combination
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Abstract: As a fundamental service on the internet, domain name system (DNS) can inevitably be abused by mali-
cious activities. Based on the studies of Botnets and other malwares which made use of the domain generation algo-
rithm (DGA), and researches on current major techniques of malicious domain detection, a malicious domain detec-
tion framework based on a classifier combination was proposed. The framework applied the support vector machine
(SVM) as its main classifier and combined the naive Bayes classifier (NBC) supportively with some statistical cha-
racteristics. Experiment result demonstrates that the framework outperformes current techniques in the of-
fline-training time and the capability of detecting unknow malicious domain families, which satisfies the requirement
of internet service provider (ISP) to detect and analyze malicious domainson the internet.
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